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Description

MSOs can detect private data leakage/storage and determine if this storage is against an end-
user's policy by:
e Monitoring which private data the user may be sending to each App Provider via a
browser plugin
e Monitoring ads that show up in the end-user's browser sessions (via a browser plugin
doing OCR of images/videos or scraping HTML), and on a user's mobile device (via
screen monitoring app).
e Comparing ad content with end-user's published privacy policy
e Determining which Application provider leaked the data and compiling a data-trail
for evidence
e Using data fuzzing (or data watermarking?) to figure out who is leaking what data by
comparing the fuzzed data to ads that show up after the fuzzed data is supplied to an
application provider.

Background

End-users may be able to specify their privacy preferences (e.g., CableLabs project: User-Centric
Privacy - D5102) but figuring out if an entity is violating those preferences is extremely difficult.
This is challenging because traffic between and end-user's computer or mobile device is
encrypted at the application-layer (e.g., HTTP (SSL)) and tracking what private information is
transmitted to which application provider.
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