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Description

In this invention, the CRL and OCSP Proxy uses a special certificate that allows it to provide
CRLs and OCSP responses for any (or well-identified) PKIS. The produced responses
can override the revocation status from the original CA for NetOps purposes (e.g., OCSP not
reachable, Ignore of Revocation Status, etc.) - See Attachments (IMG..59 -> IMG..63)

Background

Revocation checking is being built into our networks and we need to provide a mechanism for
operators to be able to manage the revocation status independently from the indications from the
Certification Authority. This solves many operational uncertainty when it comes to revocation
status validation (e.g., number of trust anchors needed on devices, different services offered a
different CAs, centrally managing mixed environments).

By adding the possibility of centrally validate the original revocation information, this invention
provides a way to mitigate the impact of revocation on live systems and its handling according to
the specific needs of the environment where this revocation status is leveraged.

Abstract

This invention provides a mechanism for a full revocation information proxy system that allows
deployment administrators to mitigate the impact of revocation (when and if needed) in specific
ecosystems/environments. Moreover, this invention can be used in test environments to validate
the handling of identities in different statuses - for example, the proxy can be configured to
report one, multiple, or all certificates to be revoked to test if a system can correctly process that
information (even if the original PKI has not revoked the certificate).
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